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Data Breach Plan 
(reference Attachment F Section 7a) 

HP is unable to provide its Data Breach Plan as it is strictly confidential. However, HP can 
share some of its procedures as included in the following summary. 

HP has established and maintains security and privacy procedures that promote 
information security, physical security, and privacy awareness. HP policies and processes 
govern the incident management and breach notification processes as outlined below. 

 HP Data Breach Notification Process: This is an 8-step process maintained by the HP 
Privacy Office that includes:  

1. Identification of whether an incident involves personal data;  

2. Roles and responsibilities of the Privacy Office and key stakeholders, including 
cyber and the business;  

3. Fact investigation and review;  

4. Analysis to determine whether breach has taken place and determination of breach 
notification requirements (data subjects, authorities, and third-parties); 

5. Development of breach notification content and action plan;  

6. Execution of breach notification action plan;  

7. Ongoing notification management; and 

8. Root cause analysis and implementation of corrective actions. 

 Guide: HP’s Data Breach Plan includes a guide (“Guide”) maintained by the HP 
Privacy Office.  The Guide is intended to provide an overview of the general process 
followed in the event of a personal data incident that may be subject to breach 
notification laws or notification to a corporate client. It helps HP employees understand 
who is involved, the employee’s role, who to contact for questions and support, 
implications of a breach, and the resulting decisions and approval protocols. 

The Guide helps to determine whether a personal data incident requires breach 
notifications to regulators, data subjects and/or corporate clients which is highly 
dependent on the facts of the specific incident under consideration. Because the facts 
of each personal data incident may vary significantly, the Guide is not intended to be a 
“one stop shop” for making breach notification determinations. Rather, this Guide is 
intended to help align and coordinate experienced practitioners from multiple 
disciplines. At every step the HP employee will need to consider the specific situation 
to determine whether all issues identified in this guide are applicable, different, or if 
additional steps or information are required.  

 Security Incidents:  Whether physical, technological, or information-based—are 
handled primarily through a global incident-reporting process. After receiving an 
incident report, the team directs it to the responsible party within HP and all parties 
follow established procedures for each type of incident. These procedures draw from 
industry best practices, legal requirements, and customer-based specifications within 
each contract. 

All instances of cybersecurity incidents are to be reported to the HP Cybersecurity 
through a 24x7 online supported process. HP has a documented escalation process to 
manage security incidents, however generally, once an incident is reported, HP 
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immediately implements corrective action protocols and conducts a thorough 
investigation to determine whether any unauthorized access occurred.  

Not all security incidents or breaches involve personal data, which means that the first 
step in HP’s Personal Data Breach Notification Process must be to determine quickly 
whether the incident involved personal data. “Personal Data” is any information relating 
to a person (“data subject”) who can be directly or indirectly identified by an identifier, 
on its own or combined with other information. If unauthorized access to personal data 
is discovered, then the incident is escalated to the HP Privacy Office, Global Legal 
Affairs, and other HP internal stakeholders who will make determinations regarding 
resolution and notification. Personal Data incidents and/or breaches generally fall into 
one of the following categories: 

1. Accidental or unlawful destruction, loss, or alteration; or 

2. Unauthorized disclosure of, or access to personal data transmitted, stored, or 
otherwise processed.    

 Reporting: Non-cyber breaches may also be reported through a variety of channels. 
For example, non-cyber incidents may be reported through the following channels:  

1. to the Privacy Office through the Privacy Mailbox (privacy@hp.com);  

2. directly to the Chief Privacy and Data Protection Officer, to Privacy Counsel, or to a 
member of the Privacy Office;  

3. through the HP Ethics Hotline; or  

4. to the Ethics and Compliance Office through the Compliance Mailbox 
(compliance@hp.com). 

Once notified of a potential personal data incident, the Privacy Office immediately 
assesses the intelligence provided or ensures participation in a review meeting, 
depending on the circumstances. 

Within 24 hours of the Privacy Office being notified about a potential breach that 
involves personal data, the Privacy Office and Privacy Counsel will start a process 
of fact finding and analysis to confirm the existence of a breach. Once it has been 
established that a breach has occurred, the Privacy Office and Privacy Counsel will 
be responsible for making an initial determination as to whether breach notifications 
are required and, if so, for leading the data breach notification process. 

 At all times during this process, HP must be working to mitigate the impact to data 
subjects and to implement the appropriate corrective actions. 

 The final step in the data breach notification process is to monitor responses to the 
notifications, provide ongoing reporting to the appropriate internal teams, and perform 
a lessons-learned review. 


